Verifying Probabilistic Programs in the Presence of an Adversary
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start - ---— b := toss(%);

L-——— if b then b := toss(®); Hoare Rules

{P}cy 104} {P}c; 102}
{P} cUc, {Q1VQ,}

b = false {P} Cq {Q} 11\\111}; }Q) {P} Co {Q}

{P} ¢, U cy {Q}

Adversary Strength

N[ =

G Adversary knows the program structure

Q Adversary knows the current program state
Q Adversary knows the program history

Adversary knows the full program execution
(single source of random bits)

23

Adversary knows the full program execution
(command specific bits)
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* NP = Non-probabilistic. ND = Non-disjunctive. Det = NP and ND
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